BREDON

SCHOOL

Safequarding Bulletin

Lent Term 2023 ~ Issue 02

Dear Parents and Guardians,

Welcome to our newsletter from the Safeguarding Team at Bredon School. Our aim is to provide you with the latest
support and advice which could affect you and your children’s lives.

New Guides for WhatsApp and BeReal — NSPCC

This month, the NSPCC has updated its advice on two very popular apps with children and young people -
WhatsApp and BeReal.

WhatsApp is one of the most popular instant messaging apps, used by over 2 billion people in 180 countries. It
allows you to send and receive messages, as well as make voice and video calls. You can connect with people
individually or join group chats where lots of people can contribute. For further information, advice and safety tips,
please click the link below:

NSPCC - Is WhatsApp safe for my child?

BeReal is a popular image-sharing app where you can post your own pictures as well as view other people’s. Users
can only post once a day and are only able to see their friends’ images if they have shared their own.

At a different time every day, users receive an alert telling them it's ‘Time to BeReal’. This gives them two minutes
to take a photo, using both the front and back camera of their device and post it on the app. For further information,

advice and safety tips, please click the link below:

NSPCC - Is BeReal safe for my child?

Place2Be: Important Resources for Parents and Carers

This Parenting Smart site is filled with a number of resources for parents and carers of 4-11 year olds. The latest
articles on supporting healthy gaming habits, developing a child's talent and safe social media for younger children
and preparing your child for secondary school can all be read or watched in under ten minutes. These are perfect
for those of you with limited time. For further information, please click the link below:

Place2Be - Parenting Smart



https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/2023-01-12-is-whatsapp-safe-for-my-child/?utm_campaign=February_CSO-newletter&utm_content=WhatsApp%20Guide&utm_medium=email&utm_source=Adestra
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/is-bereal-safe-for-my-child/?utm_campaign=February_CSO-newletter&utm_content=BeReal%20Guide&utm_medium=email&utm_source=Adestra
https://parentingsmart.place2be.org.uk/?utm_source=Schools&utm_campaign=9aa6e0e510-Non-Partner_Schools_Newsletter_March_2023&utm_medium=email&utm_term=0_c6b02a1e38-9aa6e0e510-221442152
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Fraud Update from West Mercia Police - Economic Crime Unit

DVLA SCAM EMAILS

Please be aware that once again scammers are circulating fake emails purporting to be from DVLA. They often come
with the title “Vehicle Tax Status — Unpaid”, and may carry a realistic looking Gov.uk logo, however the sender's email
address will certainly not look genuine.

The message will then tell you that your payment has failed so your vehicle is not taxed and you are driving illegally.
A clickable link will follow in the message which, once opened, asks the recipient to update their bank details and

personal information.

Please do not click that link, just delete or mark it as “Spam” and forward a copy to report@phishing.gov.uk

PAYPAL SCAMS

If you think you have been scammed on PayPal, you can first check to see if the payment is still pending, in which
case you can use “Cancel payment” and get an instant refund.

If not, PayPal offers a Purchase Protection plan whereby you can sign into the Resolution centre on
www.paypal.com/disputes. You have up to 180 days from the transaction date to use this facility.

Another common type of scam used by fraudsters on PayPal is the “Refund Scam”. The Scammer buys an item
from you but makes an overpayment for the goods. Having told you then they overpaid by oversight, they request
a refund of that part of the payment.

In many cases they ask for the payment to be sent to a third account after claiming the original account is closed.
So the seller sends a refund, delivers the item assuming all is well. But in reality, the buyer is a fraudster and was
spending money on a stolen credit card or a hacked PayPal account. In essence, this is just another form of Wire
Fraud.

Take Five To Stop Fraud

o Stop: Taking a moment to stop and think before parting with your money or information could keep you safe.

o Challenge: Could it be fake? It's okay to reject, refuse or ignore any requests. Only criminals will try to rush or
panic you.

o Protect: If you think you’ve been a victim of fraud, contact your bank immediately and report it to Action Fraud
online at actionfraud.police.uk or by calling 0300 123 2040.

For further information, please click the link below:

Action Fraud
Take Five - To Stop Fraud



mailto:report@phishing.gov.uk
http://www.paypal.com/disputes
https://www.actionfraud.police.uk/
https://www.takefive-stopfraud.org.uk/

Young People and Money Mules - Metropolitan Police

r Money Mules .

Money Mule activity, is a fast growing and prolific problem in school, college and university
environments; it is a key facilitator for online fraud, other cyber related and traditional
crime. It relies on access to bank accounts in order to cash out funds stolen or obtained
through crime by Organised Criminal Networks (OCG's). We are finding that young

people are often targeted to provide access to their accounts either on the promise of a
share of the funds or by coercion.

. Fraudsters’ Techniques \

s Adirect approach and openly ask if you want to make some ‘easy money’ or

spin you a lie about needing to use your bank account.
« Posts on Social media sites offering ‘Squares’ ‘Flips’ ‘AC fraud’ ‘easy money’
+ Airdop contact on your smart device
+ Fake job adverts offering working from home on ‘money transfer jobs’

- Consequences

s Breaching your Bank Terms & Conditions

¢ Your Bank account will be closed

s You will be reported to Credit Agencies, this report lasts for 6 years!

s Asyour Credit Rating will be tarnished, you will have difficulty in getting a
financial loan for mobile phone/car/rent/mortgage

s Criminal Proceedings, subject to arrest, charge and Criminal Conviction

s Social effects, perceived by family, employment opportunities and travel

. ,

e Tips to keep safe ™\

s Never give anyone details of your Bank Account, PIN number, passcode or password — Bank Accounts
are private

* Take time to understand what you are being asked to do, don’t be lured or coerced into receiving
money into your bank account, however plausible it sounds.

s  Research any company (home or overseas) that makes you a job offer and ensure their contact details
are genuine.

s If you have been approached, break off all contact with the fraudster, don’t receive or move any more
money and seek advice

s  Report the matter to Action Fraud/Police, Fearless.org or CrimeStoppers on 0800 555 111.

If the offer sounds too good to be true, it most probably is!

Report to ACTION FRAUD - 0300 123 2040 Get Safe Online - www.getsafeonline.org

www.met.police.uk/littlemedia

. _/




Children's Mental Health - Royal College of Paediatrics and Children's Health (RCPCH)

The Royal College of Paediatrics and Child Health (RCPCH) have produced a podcast on the increase in mental
health issues in young people. It discusses the roles of paediatricians in children and young people’s mental health
journeys and how they can be part of the safeguarding ‘jigsaw’. To listen to the podcast and hear how five child health
professionals are tackling the issue through advocacy and innovation, please click the link below:

RCPCH - Shining a Light on Children's Mental Health

Additional Source: NSPCC

Thrive Online - Childnet

Thrive Online has been created to help educators, parents and carers to support children and young people aged
11 and over with Special Educational Needs and Disabilities (SEND). Childnet has created a set of free, adaptable
resources that cover the important topics of healthy relationships, digital wellbeing and online pornography and are
designed to equip and enable parents and carers, to support young people aged 11 and over with SEND. For more
information, please click the link below:

Thrive Online - Childnet

Sexual Abuse Online: Helping My Autistic Child - The Mary Collins Foundation

Research suggests that parents and carers worry about online sexual harm and what to do if it happened to their
child. When you are caring for an autistic child, it can feel like there are lots of extra things to think about. How we
respond to an autistic child who might have been sexually harmed online can impact their recovery so it's important
to send the right messages from the start. For further information, advice and safety tips, please click the link below:

Sexual Abuse Online: Helping My Autistic Child - The Mary Collins Foundation

Ten Top Tips for Stronger Passwords - National Online Safety

According to a Google survey, more than half of us (52%, to be exact) routinely re-use the same passwords, with
around one in ten employing a single password across all of their online accounts. What that means, of course, is
that any hacker successfully cracking our password would find themselves with access to not simply one of our
online accounts, but several (at least).

That, along with the fact that many people’s favoured passwords aren’t exactly impenetrable, makes it easier to
see why some sources put the number of online accounts being broken into at around 100 per second. Yes, you

read that right: 100 per second.

For further tips on setting more secure passwords, please see the poster on the next page:



https://www.rcpch.ac.uk/news-events/news/shining-light-childrens-mental-health
https://www.childnet.com/what-we-do/our-projects/thrive-online/
http://www.mariecollinsfoundation.org.uk/assets/news_entry_featured_image/Helping-my-autistic-child.pdf

At National Online Safety, we belleve in empowering pareats, corers and trusted oduits with the informaotion to held an Informed conversation obout ondine safety with thelr children, should they fee!
It ls needed. This guide focuses on one of many istues which we belleve trusted aduits should be oware of. Pleose vislt www.nationgioniinesatety.com for further guides, hints and tips for odults.

Ten top tips for

STRONGER PASSWORDS

Passwords continue to be the most common way to prove our ldomkygnﬁno A combination of a username and a
password known only to the user provides access to our online accounts and data —- and hopefully keeps
unauthorised individuals out. As a security measure, though, passwords are relatively weak. People are
often predictabile in how we choose our passwords, for example - making them less secure. With
Increasing volumes of usernomes and passwords being leaked online, what can we do to keep
our data more secure? Here are our top tips for stronger passwords. '
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Children's Health and Wellbeing - NSPCC and Barnardo’s

Barnardo’s have published a report on the impact of the cost-of-living crisis on children and families in the UK. The
report includes findings from a YouGov poll of 1,000 parents in England, Scotland and Wales and findings from a
survey of 316 children aged 11 to 25 in the UK. Findings include: almost 1 in 3 parents said their child’s mental
health had worsened due to rising costs of living; and additional financial pressures were impacting parent’'s mental
health and capacity to support their children. Recommendations include that the UK government should publish an
annual report and an action plan on reducing child poverty. To read the news story, download the report, and / or
seek support, please click on the relevant the link below:

Barnardo's - Read the news story: A crisis on our doorstep
Barnardo's - Download the report: A crisis on our doorstep (PDF)
Barnardo's - Cost-of-living crisis: Where to Get Support if Your Family is Struggling

Additional Source: NSPCC

Best wishes,

Y “’é_,

Charmain Eaton
Deputy Head (Safeguarding),
Jarrett Housemistress & CCF Contingent Commander

COVENANT


https://www.barnardos.org.uk/crisis-on-our-doorstep-child-poverty-report
https://cms.barnardos.org.uk/sites/default/files/2023-03/crisis-on-our-doorstep-barnardos-report-march2023.pdf
https://www.barnardos.org.uk/get-involved/campaign-with-us/child-poverty/get-support

